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     Presentation

Identify Yourself but Don’t Reveal Your Identity
Javier Lopez-Muñoz, Miguel Soriano-Ibañez, and Fabio Martinelli

In recent years the number of Internet and Web applica-
tions and scenarios, and the number of users of all ages
who make use of the new services that they provide, has
been steadily growing. This growth has led to the field of
digital identity management becoming one of the foremost
challenges to be addressed by public administrations, en-
terprises and citizens.

In addition to this challenge, the provision of some guar-
antee regarding the privacy of individuals is a must for any
scenarios involving digital identities. Finding solutions
where both issues converge is no trivial task. This issue fo-
cuses precisely on this problem in a number of highly inter-
esting papers.

The issue starts with the research work "Digital Identity
and Identity Management Technologies",  by Isaac Agudo-
Ruiz which focuses on technologies for Web Services and
the WS-Federation specification, together with related speci-
fications. Although this technology is not as mature as
SAML, the author shows how its modular design provides
some advantages over SAML.

Next, the paper "SWIFT – Advanced Services for Iden-
tity Management", by Alejandro Pérez-Méndez, Elena-
María Torroglosa-García, Gabriel López-Millán, Antonio
F. Gómez-Skarmeta, Joao Girao, and Mario Lischka,
presents an identity management framework to provide ad-

vanced services such as anonymity, authorization based on
end-user attributes, and cross-layer SSO, designed to im-
prove the usability and security of these systems by using
virtual identities and preventing traceability by third-par-
ties.

The third paper, "A Privacy Preserving Attribute Aggre-
gation Model for Federated Identity Managements Systems",
by George Inman and David Chadwick, addresses the fact
that users are only able to use one or very few of their at-
tributes to access a service, and provides a solution involv-
ing the aggregation of attributes from multiple IdPs before
accessing a service. The authors describe some of the exist-
ing attribute aggregation models before introducing their
own Linking Service model and its associated protocol map-
pings.

In the following article, "Anonymity in the Service of
Attackers", by Guillermo Suarez de Tangil-Rotaeche,
Esther Palomar-González, Arturo Ribagorda- Garnacho
and Benjamín Ramos-Álvarez, traditional and state-of-the-
art techniques used by the attackers in order to protect their
identity are described. The authors also identify the need to
provide anonymity to users of the Internet without creating
new vulnerabilities that open the door to malicious inten-
tions.

Also related to privacy, the article entitled "The Impor-
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tance of Context-Dependent Privacy Requirements and
Perceptions to the Design of Privacy-Aware Systems", by
Aggeliki Tsohou, Costas Lambrinoudakis, Spyros
Kokolakis and Stefanos Gritzalis, draws upon security man-
agement tasks in order to highlight the gaps that need to be
explored regarding privacy management, so as to be able to
justifiably select the privacy enhancing technologies that
meet a system’s privacy requirements.

Laws for privacy protection to meet the requirements of
new scenarios are currently under discussion, and in the
paper "Privacy: Three-way Agents", where Gemma Déler-
Castro describes how, in the present framework, public ad-
ministrations and organizations are the two agents involved
in protecting the individual. However, the author also ar-
gues that, because of changes in the use of networks, a third
agent, the individual, needs to play a more active role in
effective privacy protection.

In their paper "Enforcing Private Policy via Security-
by-Contract", the authors, Gabriele Costa and Ilaria
Matteucci, adopt the Security-by-Contract approach to en-
sure that the application implementing the communication
interface is always safe; i.e., it satisfies the security policies
set by its components. The authors also present an exten-
sion of the Security-by-Contract for dealing with trust. Trust
management is useful when one of the involved actors is
considered to be potentially untrusted and the others want
to measure its trust level

In the research work "How Do we Measure Privacy?",
David Rebollo-Monedero and Jordi Forné present the state-
of-the-art on privacy metrics in perturbative methods for

statistical disclosure control and compare recent criteria for
privacy based on information-theoretic concepts. While the
focus of these metrics is on data microaggregation, these
methods also address a wide variety of alternative applica-
tions such as obfuscation in location-based services.

The paper "Privacy and Anonymity Management in
Electronic Voting", by Jordi Puiggalí-Allepuz and Sandra
Guasch-Castelló, emphasizes the trade-off between privacy
and verifying the eligibility of voters to ensure election in-
tegrity. The authors introduce security mechanisms and tech-
niques to preserve voter privacy without compromising
election integrity.

The article "Digital Identity and Privacy in some New-
Generation Information and Communication Technolo-
gies", by Agustí Solanas, Josep Domingo-Ferrer and Jordi
Castellà-Roca, describes the threats related to the identity
of ICT users, and summarizes the countermeasures that can
be applied in three especially important areas: Internet
search engines, vehicular networks, and location-based serv-
ices.

Finally, in the paper "Authentication and Privacy in Ve-
hicular Networks", José-María de Fuentes García-Romero
de Tejada, Ana-Isabel González-Tablas Ferreres and
Arturo Ribagorda-Garnacho argue that data interchange
in vehicular network could lead to tracking, and so user
privacy may be compromised. The article presents the most
widely accepted mechanisms used to achieve an optimal
identification-privacy trade-off in systems aimed at achiev-
ing a better road safety.

As usual we have included at the end of this presenta-
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These links and references, together with the ones avail-
able in each of the papers of this issue, may help the reader
to go further into the knowledge of the matter covered by
this monograph.
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Useful References on "Identity and Privacy Management"

tion a number of references (books, websites, articles, re-
ports and projects) for those UPGRADE readers who may
wish to gain a deeper knowledge of the subject matter cov-
ered in this monograph, that we hope will be of interest for
non-specialized readers too.

To close this presentation, we want to express our sin-
cerest gratitude to the authors for their valuable papers and
to editorial teams of UPGRADE and Novática for the op-
portunity given to us of publishing this monograph.




