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Internet of Things

"Creepy Πon i.e.", System Support
for Ambient Intelligence (AmI)
Francisco J. Ballesteros-Cámara, Gorka Guardiola-Múzquiz, and Enrique Soriano-Salvador

AmI, Ambient Intelligence, environments are a challenge for building applications. These environments are data-rich,
highly heterogeneous environments requiring fast systems on small devices and conventional machines, working together
to build complex applications. Moreover, these applications need to be accessible from a wide range of I/O devices
present in the environment, from high latency mobile networks. To build systems for AmI that work well in practice we
need support them on three fronts: (i) a kernel which leverages modern hardware capabilities to move data fast, otherwise
AmI environments will be slow and, therefore, dumb; (ii) a common language to exchange data and access devices,
tolerating high latency links, available everywhere, otherwise intelligence will be confined to isolated components; and
(iii) UIMS, User Interface Management System, capable of providing distribution, replication, persistence, and interaction heterogeneity by default, otherwise the user will need to make use of a PC to interact with the ambient intelligence. We
are currently writing a new kernel, Πon ("PI-on"), leveraging the features of modern machines to provide fast services
fast. Pon is designed to simplify building synthetic file systems as interfaces for AmI services, perhaps running on tiny
devices. The common language of Πon is a new file system protocol, "Creepy", designed to work well despite high latency
links, for both data and device access. User Interfaces, UI, for final users are to be provided by the UIMS we call "i.e.",
which builds on the infrastructure provided by Πon and uses the Creepy protocol to distribute UI elements among highly
heterogeneous I/O devices. This paper describes the requirements and design for these systems and, briefly, the status of
their implementations.
Keywords: AmI, System Support, Creepy Πon i.e., File
System Protocol, Kernel, Shared Address Space, UIMS,
Zero-copy.
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1 Introduction
An AmI, Ambient Intelligence, environment needs to
sense the user needs and respond to them in real time. In
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Figure 1: The Creepy Pon Environment: Heterogeneous Systems run Different Services for AmI, Pervasive
Applications, and i.e.. UIMS and Viewers.

order to do so, it needs to process data from sensors, some
of which are bandwidth hungry, such as video input. Then,
it needs to integrate them with models and heuristics for the
user behaviour. Finally, it needs to respond by controlling
actuators and user interfaces. All this must be done within a
real time feedback loop while interacting with the user. Latency is a critical parameter for the whole system to work.
As a result we need servers, protocols, and user interfaces customized to work well in this data-rich environment.
Most work done in the past to this effect has been fragmentary, with special customized hardware, applications, and
services, but not thinking of the system as whole. More than
just focusing on some special services or applications, we
need to focus on how to integrate everything into a whole
system that the user can perceive as the "Environment".
In the past, we have built different systems and protocols
for pervasive computing, including Plan B [1][2][3], Octopus [4], Omero [5], etc. We are now using what we learned
from building them to provide appropriate systems services to bring intelligence to the environment.
In particular, we are focusing on three specific components that we consider critical in this respect:
1. A new system kernel for machines providing AmI
services.
2. A new file system protocol to let them speak to each
other.
3. A new UIMS technology to let users interact with
the environment.
Current general purpose kernels are not optimized for
serving data fast, especially since recent advances in hardware have rendered many of their assumptions obsolete.
Πon, or "PI-on", our new kernel, considers that the common case is either a tiny low-end machine (e.g. a small ARM
machine for embedded sensors) or a powerful multi-core
computer with copious resources.
The abstractions it provides take both cases into account,
aiming at being able to pipe data fast, with low latency, from/
to devices embedded in the environment.
Pon uses synthetic file systems as its main abstraction,
as our previous systems did [3][4]. Synthetic file systems
have proved to be a very general abstraction on which to
build distributed systems [6][7]. They address many of the
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problems of distribution, including protection, naming, access transparency, heterogeneity, and concurrency control.
However, existing protocols for distributing file systems
can be slow, especially in the presence of high latency networks like mobile networks (where latency is due to
retransmission and sophisticated channel coding). Moreover, most of them are not suitable for accessing devices
represented by synthetic files (e.g. devices under /dev in
Linux).
Creepy is a new file system protocol specially designed
to export synthetic files through the network on high latency environments.
Previously, we developed several file-based UIMS
(Omero [5] and O/Live [8]) that transparently permit the
distribution and replication of UI on heterogeneous I/O devices. We can take advantage of the new kernel and protocol to improve upon them, and the result is a new UIMS
called i.e., based on synthetic files and persistent event channels.
i.e. is well adapted to AmI, because it decouples the
application from its user interface, both from the bandwidth
point of view and from the adaptation point of view. Interactions are confined to the user interface whenever possible, and only very high abstraction messages cross the network.
The resulting environment is depicted in Figure 1. In
what follows, we describe the requirements, design and,
briefly, the implementation status of each of these components.

2 Π on
Most of the assumptions behind current general purpose OS architecture have changed:
 The virtual space now is much larger than it used to
be. Even though pages or more specifically TLB entries
may be a scarce resource, the address space itself is not.
 Concurrent programming is a must, in and out of
the kernel. Cores are not getting faster, in fact, sometimes
the opposite; they are just growing in number per machine.
Concurrency requires automatic garbage collection, otherwise making correct programs is difficult.
 Because of the way the multicore architecture is built,

© Novática
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An AmI, Ambient Intelligence,
environment needs to sense
the user needs and respond
to them in real time

”

it is very easy for one process to poison the cache of another. Particularly the L1/L2 which are usually local to the
processor. Spin locks and, in general, memory locking operations where processors alternate locking the access to a
memory area, are a bad idea in this environment without
special provisions. Playing ping-pong with the L1/L2 cache
is specially bad for performance. Processors tend to grind
to a halt on memory coherency protocols and the software
runs slow as a consequence. Which cache limits us most,
the data or the text, is still something we need to measure
carefully.
 In most machines, RAM memory is also huge, spanning tens of GB, but caches have not grown as fast as RAM
and are now scarce resources.
 On the other hand, there are small machines (e.g.
ARM machines) designed for embedded systems. They are
not different from a single core in desktop computers.
Considering these points, it is desirable for a kernel to
include the features described next. We are building a kernel, Πon, which does so.

2.1 Πon Design
Considering that most I/O devices are capable of performing gather/scatter, a zero-copy framework can move
data by copying pointers and not data itself.
In order to exploit concurrency on multicore machines,
applications need garbage collection. A buffer framework
supporting zero-copy is an opportunity to provide it, relieving the user from having to manually manage memory or
having runtimes to do so. Pon is designed to include an immutable buffering scheme similar to the one in the io-lite [9],
but intended for fast communication in modern multicore
machines and providing automatic garbage collection. Following [10] we plan to make our protection coarser than it
currently is, sharing a big part of the address space between
processes. This will enable us to use this channels to pass
references around.
Because machines are ccNUMA these days (each core
has its own cache attached and communicates with different cores by using a hypertransport bus), it is important to
rely on message passing as the primary communication and
synchronization mechanism. Pon includes message passing
and channels to communicate data between processes and
also between processes and the kernel. ** These channels
are typed, and protection for the referenced data changes
when a message is sent through them. **
Considering the previous point, scheduling should be
© Novática

closely tied to communication. For example, the processor
might be handed directly from sender to receiver without
going through the kernel. The aim is to keep the data cache
warm. At the same time, the concurrency model can build
on this.
For latency, channels can be buffered in order to have
the receiver (kernel or process) asynchronously running in
another core, batching operations to reduce the number of
context switches in a similar manner to FlexSC [11].
When scheduling, there is always a compromise between
CPU usage and cache usage. If a process is tied to a processor, it is likely that the entries in the caches can be reused
by using some form of tagging with process identifiers.
However, if all the processes are tied to a subset of available processors, we may be wasting resources. The tradeoff becomes harder if we consider other effects not described
here.
Πon uses a Warp Scheduling Drive inspired by Apertos
computational field [12]. A curved space of costs can be set
for scheduling, where highly coupled processes find themselves inside a potential well, and are unable to move to
another processor; whereas non interactive processes are
free to move, although they may find a potential barrier to
using processors depending on the cache state. The idea is
that the system automatically computes the forces in the
field by self measuring, and moves processes accordingly.
Not only caches but other shared resources in the processor can be taken in account as well. For example,
hyperthread (HT) cores share more resources with each
other than real cores. Processes running in the same HT
core can repel each other so that one of them migrates to a
proper core.
In modern computing, shared libraries [13] have a large
cost in execution time because of the overload added by
dynamic linking, and the size of the linker and symbols
themselves. More importantly, they can have a great cost
in manageability [14][15]. However, if many instances of
the same library are running on different processes (with
different binaries), RAM and, more importantly, cache
misses, can be saved. Pon gets the same benefits by using a
new approach: shared, but statically linked, libraries (SSLL).
In SSLL, we have static linking, but the library is shared
between the different binaries. Each binary is statically
linked against an immutable version of the libraries required.
Each library is assigned a global, unique portion of the virtual address space. Therefore, different libraries occupy different portions of the global virtual space, no matter the
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In modern computing,
shared libraries have a large
cost in execution time
because of the overload
added by dynamic linking

”

binaries and libraries are to be paged on demand. The abundance of virtual addresses is used to distinguish between
libraries.

3 "Creepy", a New Distributed File System Protocol
The new distributed file system protocol called Creepy
is intended to become the Πon file protocol. Creepy supports a distributed file system for the Internet, capable of
working well to access devices both on the local and wide
area; therefore with caching in mind. This is desirable for
bringing together devices and services as required for building AmI environments.
We need a file system protocol supporting access to distributed files and devices. For this, 9P [16] or Styx [17] suffice. However, we have extra requirements that make 9P
not so well suited for our purposes. This is the full list of
requirements:
The protocol must support access to synthesized files
and devices, as we want it to reach sensors, actuators, and
software devices in general. 9P and Styx meet this requirement, but not the following ones.
The protocol must work well across high-latency and
wide-area, network links. Otherwise we would not be able
to use it on mobile networks, from overseas or from our
(poorly connected) homes.
The protocol must permit client disconnections, without discarding the client state. Otherwise, suspending clients would be impractical or require additional software.

3.1 "Creepy" Design
To work well with devices, the protocol must support
file descriptors as found on clients. Just having request and
responses send names or resolving them on demand is not
enough. There has to be a state in the server per open file to
be able to keep the state of the client, e.g. the offset. This
state is indexed by a file descriptor. The equivalent concept
in the protocol is the fid, as used in 9P [16]. Like in 9P, a fid
is a small number used as a file identifier. Unlike in 9P, the
server assigns fid numbers on behalf of the client. Clients
must maintain their own data structures to keep track of
fids, and they do not usually look them up by fid number,
which means that it is better to let the server assign them;
the server can use the fid number as an index and save a
hash table.
Support for disconnected operation requires the server
to be able to keep track of fids in use by a client that is
20
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disconnected. This is achieved by using "sessions", a container for the fids of the client. A session is established prior
to the Creepy dialogue for file access. In some cases creating a new session; in other cases associating to a session
from a previous connection. Sessions may be collected by
the server (and their state released) after a disconnection,
after some time past the disconnection, or after a server
reboot. When to do it is suggested by the client. The server
decides.
To reduce latency effects, and utilize effectively each
round trip, protocol requests exchanged between clients and
servers are batched. Each batch behaves as an RPC but,
instead of using a single request and a single reply, a batch
consists on a series of individual operations, each one with
its request (and response).
To clarify, a batch, or RPC, is a series of operations, but
does not need to be a single message (i.e., a single "write"
on the channel). Each operation is a separate request but it
is part of a logical RPC, or batch.
A client sends a series of requests (one per operation)
for a single RPC, and then waits for a series of response
messages from the server. For each operation there is a request message (or "transaction" message, or T-message) and
a corresponding reply message (or R-message). This is similar to 9P.
Requests to agree on a protocol version, to agree on a
session to use, and to flush outstanding requests, are RPCs
on their own. But all other requests must be made within a
batch of requests.
A batch (or RPC) has a begin request, followed by one
or more requests, followed by a final end request. This has
important implications. A server is free to read from the
network all requests in a batch, without starting any of them
before reading the end of the batch. Because all such requests are considered a single RPC, with several operations in it, an error in one operation means that the rest of
the batch is ignored by the server; the final error response
effectively terminates the RPC when seen by the client.
Batching is needed to achieve a single round trip time
in those cases where the client, or an intermediate cache,
wants to perform a series of operations and does not need
the result of any of them before issuing the next one.
A batch is not packaged as a single message, in order to
permit multiplexing of the communications channel. Should
a batch be a single message, no requests from other clients

“

For enabling AmI
environments,
it is paramount to provide
applications with multimodal,
replicated, distributed user
interfaces (UI)

”
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Figure 2: Applications interact with their Id. There is a n to m mapping
between Ids and Ests. User interaction is confined to Est. Application
interaction is confined to Id.

Read-only files. Immutable files have
nice properties for caches and clients. Those
files that are meant to be read only for their
whole life, belong to this category. For example, system binaries. Previous versions of
mutable files may be considered also immutable.
Synchronous files. For some files, it
is important for clients to see all writes made
before (i.e., UNIX semantics). In all other
cases, it may suffice to see all writes made
prior to the last close of the file (i.e., session
semantics). The later is better for caching and
works fine in most cases; thus, it is a desirable default. However, the former is sometimes necessary and, therefore, some files
may have to be flagged as "synchronous".
Being able to recognize different types of
file, as enumerated, is essential for AmI environments, where some files may correspond
to device interfaces, others might represent
logs of events (perhaps append-only files),
yet others might be conventional files.

may be interleaved with it, and a long batch would effec4 "i.e.", a New User Interface Management System
tively block other clients sharing the channel. Packaging
Having a fast kernel designed for providing AmI serveach different operation as a different message is also beneficial for the implementation, which can pack, unpack, and ices, and a Creepy protocol to bring components together,
handle all messages in the same way. To help intermediate does not suffice.
For enabling AmI environments, it is paramount to procaches to decide what to batch when they need to ask the
server for data, each batch speaks about a single fid. An vide applications with multimodal, replicated, distributed
intermediate cache may read a series of requests (from a user interfaces (UI). Regarding the UIMS and the window
single batch) and, when all of them are known, decide if it system, this implies the following:
Applications must be able to create interfaces indemakes sense to forward all of them at once to the server. It
might decide instead to serve a prefix of the batch from lo- pendent of the technology used for I/O. In many cases,
cal data, forward the rest to the server, and then reply to the graphics and voice may be equivalent (e.g., a menu can be
client. Other approaches, mixing requests in a more general shown using graphics or may be presented by reading opway, make it not clear for the cache how long to wait before tions). The application should remain unaware of these deasking the server: asking too soon leads to multiple round- tails.
trips, asking too late leads to extra delays in the
service.
A client (or an intermediate cache) must
know something about the semantics of each
file, to know how to cache it, if at all. There are
several types of file to consider:
Conventional files. No extra requirements on them.
Device files. They should not be cached
at all. All requests on them are to be forwarded
to the final server, or the semantics will change
and the device interface will break.
Append only files. These are only appended, which may be exploited by clients and
caches regarding what to cache.
Figure 3: Est may perform speculative operations, streamed to Id.
Timely files. These correspond to audio
They are considered real when echoed back from Id. Here, operations
and video media, where it is usually more imfrom a to k are considered stable. Operations l to z are considered as
mere speculation, and Est must be prepared to undo their effect if
portant to deliver data timely than it is to
something different from l is seen after the echo for k.
retransmit every piece of data.
© Novática

CEPIS UPGRADE Vol. XII, No. 1, February 2011

21

Internet of Things
Applications should not
be concerned with how many
copies of their UIs are deployed
on the environment. It should be
feasible to make a duplicate of
(part of) a UI to access it from
more than one place at once.
Interfaces should not be
blocks. They are made of parts
(widgets, or UI elements). There
is no reason why UI elements
cannot be handled independently.
They might be rearranged by the
user, or perhaps replicated (without replicating the rest of the interface.
Figure 4: Id is a file server that provides a file interface for User Interface Elements
(IE). Each IE appears to be a directory containing several files used to operate on it.
How interfaces are rendered, or presented to the user,
should be independent of the structure of the UI as created
by the application. Depending on the device, a set of inter- tabs, or windows, or by a 3D representation, or by any other
faces might be presented one-at-a-time, or perhaps using means a viewer (or presenter) for the interface deems reasonable.
I/O interactions should be confined to the viewer or
presenter at hand. Otherwise, editing or interacting with the
interface would require a permanent connection to the application or to the UIMS, which is not always reasonable.
Operations on an interface should not require much
regarding throughput and latency of the communication link
used to reach the UIMS and the application. Inserting a line
on a text could require sending a few bytes, with the new
text, but it is not reasonable to require all parties involved
to reside in a well-connected network to be able to achieve
this.
UI elements should be able to move around, as requested by the user, perhaps crossing machine boundaries.
Otherwise we wouldn’t be able to move UI elements to other
displays or I/O devices.
The state for the session, as seen by the user from
one location (and perhaps after moving to another and recalling it), should persist. There is no need for users to recreate their preferred session once and again each time they
"connect" to the system.
Concurrent interaction with multiple copies of an UI
element must be feasible, perhaps overseas. Otherwise, replication of UI elements would not be actually perceived as
a replication. If a button or text is shown in three different
places, it must be feasible to edit it from all three places, at
the same time. It is likely that some of them would be colocated, and that the user chooses one of them at one time,
and a different one next, at will.
These requirements are feasible today, given the technology available. Current window systems, including research ones, fail in one or more points. The two previous
UI services we implemented for pervasive computing,
Figure 5: I/O Devices. There is an Est instance per output
Omero [5] and O/Live [8], achieve some of them, but not
device. Input devices form groups (represented by arrow types
all. A descendant of these systems, called i.e., is being built
in the figure) and may be directed to any Est instance.
Clipboards operate in the same way.
in the hope to meet all of them.
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The work described here
builds on the previous
operating systems we have
built for ubiquitous computing
and AmI: Plan B and Octopus

”

4.1 "i.e." Design
i.e. is both a UIMS and a window system. It is designed
by dividing the tasks in two different parts:
Id: This part is the UIMS. It is responsible for keeping the state of the UIs created. At one time, there will be
many copies of Id. Perhaps running at different machines.
Est: This part is the UI viewer. It is responsible for
taking different UIs (or parts of them) from one or more Id
instances, and presenting them. All user interaction is confined to Est.
It should be understood that at one point in time, multiple copies of Id and multiples copies of Est would be running in different machines.
In essence, the task performed by Id is to receive an abstract stream of updates to UI Elements, and to multicast it
to Est instances interested on the elements (see Figure 2).
At any point in time, Est may have performed several updates to UI Elements shown. Some of them have been received by Id and echoed back to Est, some of them (following the formers) not. The latter are still speculative changes,
and, due to concurrent updates performed by several Est or
by the application, might be rejected if they are not echoed
back in the order expected (for example, if an external insertion on text is seen by Est when it was expecting the echo
for one of its own edit operations).
In Figure 3, both Est components are presenting a particular element. The one above has been updating it (due to
user interaction) and has performed updates from a to z.
Only updates from a to k have been echoed back from Id
(from the one supporting the element considered). Those
are seen by everyone, including the application. Updates
from l to z are still speculative and presented only from the
Id above. As shown in the figure, the application is not different from Est regarding delivering of updates.
4.2 Interfaces
Id is a synthetic file server. Its main interface to other
programs, including Est, applications, and external programs, is a synthesized file tree. UI elements are represented
by synthetic files. This is the same approach followed by
the predecessors Omero, and O/live [5][8].
Programs operate on interface elements kept by Id by
operating on the files it implements. Figure 4 shows an example file tree served by Id. It is important to notice that
these are not actual files. Instead, they are just the interface
for the abstractions implemented by Id.

© Novática

If Interface Elements (IE, in what follows) files are
accessed by using a network file system protocol designed
to avoid latency problems, like Creepy, i.e. can perform well even through high latency WANs, as its predecessor O/live [8] does.

4.3 Input Devices and Clipboards
Input devices and clipboards are independent of Id and
Est, but cannot be left apart.
As shown in Figure 5, there may be different input devices involved. The same happens to output devices, but
deploying one Est instance per output device suffices to
coordinate them through the Id instances involved.
Input devices are connected to Est, because they are
usually close to the terminal used for I/O. Unlike on other
systems, we consider I/O devices as stand-alone devices.
Each device is able to send its output as input to one Est or
to another. At any point in time, the device may change its
connection and address a different Est.
For the sake of convenience, I/O devices may be grouped
so that redirecting one to one Est also redirects the others
in the group, in the same way. Groups are named so that
different Est implementation might choose, for example, to
show different pointers for different pointing devices attached, but only one per I/O group.
At a given point in time, there may be multiple input
devices attached to a given Est. Suppose that in the scenario depicted in figure 5, the machine running the middle
Est seems to be suffering some activity. The pointer device
from the top-most machine is directed towards the middle
Est. However, the keyboard device close to it is left alone
for use on the top-most Est. Devices from the bottom-most
machine are all directed towards the middle Est.
Clipboards are handled in the same way, like any other
input device. They differ just in that they are bi-directional.
They can send input to Est as well as they can accept output from it. For example, cutting some text with a mouse or
multitouch associated to a given editing device would copy
the text into all clipboards associated to such edit device.

5 Related Work
The work described here builds on the previous operating systems we have built for ubiquitous computing and
AmI: Plan B [3] and Octopus [4].
Plan B [3] is a peer to peer operating system which can
adapt to changes on the environment by mounting dynami-

“

A descendant of two
previous UI services, Omero
and O/Live, called i.e., is being
built in the hope to meet all of
the requirements

”
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cally resources as they appear on the network. Plan B is a
descendant of Plan 9 [6] and, in the same manner, uses synthetic files to model resources. The Plan B UI, Omero [5],
is an ancestor of i.e., and therefore related. However, Plan
B used a kernel built using abstractions that were designed
for hardware as it was in the 80s (as most other popular
OSes do). Pon uses ideas from different existing kernels,
like immutable buffers [9], system call batching and the
Apertos computation field [12] but adapting them to present
hardware.
Octopus [4] is a descendant of [7] and can run hosted
on different operating systems. The Octopus protocol,
Op [18], an evolution of 9P [16] and Styx [17], designed to
work on high latency connections. The problem is that Op
loses the connection whenever the network has a transient
failure. Creepy is a descendant of Op, designed to fix this
and other problems. O/Live [8], the UIMS for Octopus is
also an ancestor of i.e. and O/Live inherits from Octopus
the problem with transient network failures, and therefore
we had to design i.e. to address this and other problems.

6 Conclusions
In this paper we have identified three different critical
components for building AmI environments (specialized
kernel support, file system protocols, and UI support). We
have enumerated different requirements that, after our experience in the field, we have found to be relevant and, therefore, should be considered for building them. We have also
described a set of design guidelines for each one, which we
are following to implement prototypes for them.
As of today, we have a prototype for i.e. almost finished,
a implementation for the Creepy protocol finished, a prototype for a Creepy file system (speaking the protocol) near
to be functional, and have just started the work on Πon. In
the near future we will bring these three components into
operation to port our smart space (i.e., AmI) into a more
powerful environment; to evaluate the result and measure
the benefits or drawbacks of the ideas presented here when
used in practice.
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