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Risk Management

Selection of Project Alternatives while Considering Risks
Marta Fernández-Diego and Nolberto Munier

The selection of projects consists in choosing the most suitable out of a portfolio of projects, or the most fitting alternative
when there are constraints in regard to financing, commercial, environmental, technical, capacity, location, etc.. Unfortunately the selection process does not place the same importance on the various risks inherent in any project. It is possible
however, to determine quantitative values of risk for each pair of alternative/threat in order to assess these risk constraints.

Keywords: Free Software, Linear Programming,
Project, Risk Management, Threat.

1 Introduction
Failing to satisfy project objectives is a major concern
in project management. Risks can generate problems with
consequences that are not often considered, and indeed, in
many cases risk management is not even taken into account
[1]. However, the benefits of risk management are considerable. Risk management allows, at the beginning of the
project, the detection of problems that could be otherwise
ignored, and so effectively to help the Project Manager in
delivering the project on time, under budget and with the
required quality [2]. However, if risk management is not
performed along the whole project, the Project Manager
probably will not be able to take advantage of its full benefits.
This paper proposes a methodology that consists in building, from a final value of risk for each project pair (threat
or alternative) and a decision matrix to determine, using
Linear Programming (LP), which is the most effective alternative considering the risks. Of course, in a real case these
same constraints, plus others, can be added to the battery of
constraints that address environmental matters, economic,
technical, financial, political, and so on. The result will reflect the best selection on the basis of all the constraints
considered simultaneously.
The application of LP to this decision-making problem
is new in the treatment of risk. It opens a series of possibilities in the field of risk management in such a way that this
methodology represents more accurately than other methods a project’s features, solving problems with all kinds of
constraints, including those related to risk, and therefore
placing risks at the same level as the economic, social and
environmental constraints normally considered, with the idea
of raising the discipline of risk management in projects. In
short, although an even higher level of organizational maturity in terms of risk management would correspond to the
integrated risk management of the portfolio of projects, it is
expected that the outcome will be projects driven by risk
management [3].
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The paper presents in the next section an application
example. The following describes in detail the characteristics of the problem to determine the choice of one alternative or another according to various criteria, along with its
constraints. Finally, once the problem is solved by LP, the
results are discussed.
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2 Application Example
2.1 Background
In the past decade, free software has exploded, even challenging the inertia that still exists in software engineering,
mainly derived from proprietary software, resulting in new
business models and product offerings that enable real choice
for consumers.
To understand free software, let us begin by clarifying
that the fundamental characteristic of proprietary software
is that all ownership rights therein are exclusively held by
the owner, as well as any possibility of improvement or adaptation. The user merely pays for the right to use the product, rather than buyiong it outright.
The problems associated with software, regardless of
whether free or proprietary, lie in its own nature. The key
problem addressed by free software is precisely the possibility of reusing it, in the logical sense that you can use parts
already coded by others and create derivatives. For any transformation of a person´s work authorization of the copyright
holder is required. Instead of using the simple copyright of
the proprietary software licenses which means “all rights
reserved”, these other free software licenses only reserve
some rights, and report whether or not to allow the user to
make copies, create derivative works such as adaptations or
translations, or give commercial uses to the copies or derivatives.
In contrast, the essential feature of free software is that
it is freely used [4]. Specifically, it allows the user to exercise four basic freedoms. These freedoms are:
 The freedom to run the program for any purpose,
 The freedom to study how the program works, and
change it to make it do what you wish,
 The freedom to redistribute copies,

Resistance
to change
Dependency
Lack of
security

 The freedom to improve the program, and release
your improvements to the user.
Open source code1 is required to meet these freedoms.
With open source code we mean that the source code is
always available with the program. In addition, the exercise of these freedoms facilitates software evolution, exposing it as much as possible to its use and change – because greater exposure means that the software receives
more testing – and by removing artificial constraints to the
evolution – being more subject to the environment.

2.2 Background of the Case: Alternatives and
Objective
Considering the future commercialization of computer
models with free software preinstalled, an entrepreneur, who
plans to start a small business, analyzes the possibility of
buying for his business computers with free software installed. Given this possibility, he needs to make a decision
between both alternatives, that is, proprietary software or
free software according to risk criteria, with the objective
consisting in minimizing the total cost, taking into account
an estimated difference of 100• favoring a computer with
free software operating system.

1

Text written using the format and syntax of the programming language with instructions to be followed in order to implementthe
program.

“

If risk management is not
performed along the
whole project, the Project
Manager probably will not
be able to take advantage
of its full benefits

”

x1 (Free
software)

x2 (Proprietary
software)

Action

Operator

B
Threshold

0.85

0.15

MIN

≥

0.15

0.16

0.64

MIN

≥

0.16

0.125

0.375

MIN

≥

0.125

Table 1: Characteristics of the Problem.
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3 Problem Characteristics
The characteristics of the problem are summarized in
Table 1.
The options and constraints of the problem, reflected in
this table, are explained in the following points.

3.1 Criteria
This case raises two alternatives, effectively two projects
which will be analyzed on the basis of criteria that take into
account the various risks covered by both projects. Specifically, we consider three selection criteria that correspond to
three of the potential threats related to the software, and
which are mirrored in the main differences between free
software and proprietary software. Of course, in a real case
there may be many other criteria related to the economy,
availability and experience of personnel, environment, etc.,
but all are considered simultaneously, together with the risk
criteria. Therefore, the alternatives or options will have to
comply simultaneously with all factors.
The risk in a project involves a deviation from its objectives in terms of the three major project success criteria;
schedule, cost and functionality. In this sense, risk indicates
the probability that something can happen which endangers the project outcome.
Risk can be measured as the combination of the probability that an incident occurs and the severity of impact
[5]. Mathematically, risk can be expressed as follows:
(1)
In the certainty of the materialization of the threat, the
risk would be equal to the impact; if the probability of the
threat materialization is zero, then there is no risk at all.
However, risk is a combination of both probability and impact, and in statistics, risk is often modeled as the expected
value of some impact. This combines the probabilities of various possible threats and some assessment of the corresponding outcomes into a single value. Consequently, each pair threat
contributes partially to this expected value or risk.
The threats considered, which appear as rows in Table
1, are as follows:
 Resistance to change
It is clear that there is still a lot of inertia and reluctance
to move from the proprietary model, and despite the advantages of free software, this is the main barrier. Inertia is the
resistance of the user to give up something he knows (proprietary software), i.e. there is a resistance to change (to
free software), supported by the other side in the laws of
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physics (e.g., resistance to initiate a movement).
Although the data are dependent on many factors including company size, the software’s purpose, its scope,
field of application, etc., 85% of small businesses would
opt for proprietary software products by inertia, lack of
knowledge about free software alternatives or simply the
fear of moving to a new field, compared with 15% who
would venture into something new. Therefore the likelihood of resistance to change for free software is higher
(85%) than the one for proprietary software (15%). On the
other hand, we consider both the impact is total, i.e. 100%,
since what is at stake is the choice of an alternative or another.
 Dependency
A non-technical advantage of free software is its independence from the supplier, ensuring business continuity
even though the original manufacturer disappears.
Initially, free software arose from abusive practices used
by leading developers of proprietary software, which requires users to permanently buy all updates and upgrades;
in this sense the user has their hands tied since they have
very limited rights on the product purchased. But when companies turn to free software, they liberate themselves from
the constraints imposed by the software vendor. Indeed,
free software appears to ensure the user certain freedoms.
In addition the user is dependent not only on the manufacturer, but also on the manufacturer’s related products.
The product often works best with other products from the
same manufacturer. With free software, however, users have
the power to make their own decisions.
To simplify the problem equal values of probability and
impact have been considered, resulting in a dependency
risk of 16% for free software and 64% for proprietary software.
 Lack of security
There is a widely held belief that free software operating systems are inherently more secure than a proprietary
one because of their Unix heritage, which was built specifically to provide a high degree of security. This statement can be justified as follows:
On the one hand, a coding error can potentially cause
security risk (such as problems due to lack of validation).
Free software is higher quality software, since more people
can see and test a set of code, improving the chance of detecting a failure and to correct it quickly. This means that
quality is assured by public review of the software and by
the open collaboration of a large number of people. This is
why free software is less vulnerable to viruses and malicious attacks.We could estimate that the vulnerability of
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free software against security issues is 25%, while for proprietary software such vulnerability amounts to 50%.
On the other hand, the impact of a security problem is
generally lower in the case of free software, because these
bugs are usually addressed with speedy fixes wherever possible because of an entire global community of developers
and users providing input. In contrast, in the world of proprietary software, security patches take considerably longer
to resolve. We might consider impacts 50% for free software and 75% for proprietary software.
In short, considering risk as a combination of vulnerability
and impact, the risk due to lack of security results in 12.5% for
free software versus 37.5% for proprietary software.
Furthermore, since in fact transparency hinders the introduction of malicious code, free software is usually more
secure.

3.2 Constraints
Since in the three cases we are talking of negative events,
or threats, and we have not considered any opportunity, the
constraints that we impose on these criteria respond to minimization, effectively finding a solution greater than or equal
the value of minimal risk, since we cannot find a solution
with lower risk than this.
For example, the opposite of resistance to change could
have been considered. The term inertia may refer to the difficulty in accepting a change. While not applying any force,
we follow our own inertia, which is an opportunity for the
favored option. In this approach, the appropriate action had
been to maximize, or find a solution less than or equal to the
maximum benefit because we cannot find a solution with
greater benefit.

4 Linear Programming Resolution
The matrix expression of the LP problem is as follows:
(2)
Where:

is the decision matrix, shown boxed in Table 1.
The components Aij of this matrix are the values of risk
© Novática
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is the vector of unknowns, i.e. the option to choose in
this case.
is the vector of thresholds, i.e. the limits of each constraint according to the discussion in Section 3.2.
To meet the objective of minimizing the objective function Z, this objective function is expressed as the sum of
the products between the cost of each alternative for the
value of each of them (i.e. the unknown X represents what
we wish to determine).
Thus, assuming that the cost of a computer with free
software operating system preinstalled is 600 • and the one
for proprietary software is 700 •, the objective function is:
(3)
Applying the LP simplex method [6] which is essentially a repeated matrix inversion (2) according to certain
rules, one gets, if it exists, the optimal solution of the problem. That is, the best combination or selection of alternatives to optimize the objective function (3).

5 Discussion of Results
5.1 Optimal Solution
The optimal solution to the LP problem is as follows:
(4)
We choose the higher value because, although both contribute to obtaining the goal, if only one option is actually
possible it is clear that the one with the higher value contributes more efficiently than the other and therefore is chosen.; In the case above, proprietary software (x2) should be
chosen.
In our case both values are very close but since the LP
indicates that the alternative with proprietary software contributes more efficiently to the objective, taking into account risk constraints, it is chosen.

5.2 Dual Problem
Every direct LP problem, such as this one, can be converted into ‘his image’, which is called the ‘dual problem’.
In the dual problem the columns represent threats while the
rows represent the alternatives. While the direct problem
variables indicate which option contributes best to the goal,
the dual problem variables provide us with the values of
the ‘marginal contributions of each constraint’ or ‘shadow
prices’, which is an economic term. In essence, this means
knowing how much the objective function changes per unit
variation in a constraint, which ultimately gives an idea of
the importance of each constraint.
In this case we obtain the results shown in Table 2.
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Lack of security
Dependency
Resistance to change

Equal
value
0.125
0.207
0.150

Marginal value
1683.333
0,000
458.333

Table 2: Equal Value and Marginal Value.

It turns out that the problem of lack of security is the
most decisive in the choice of the alternatives, while resistance to change comes in a second place, which intuitively
might be seen as the most decisive.The problem of dependency does not affect the solution since its marginal value is
zero.
This powerful tool will allow, for example, a discussion
of the cost difference that makes the solution change, and
thus the selection, making the selection of computers with
free software operating system preinstalled more interesting. Moreover, in this case we would observe that the component of inertia fails to be key or even to influence the
selection process, and the real criteria for selecting the alternative is in this case the security issue first, and the problem of dependency, second.

6 Conclusions
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The use of LP is a new application in the treatment of
risks in projects. Its main advantage is that it is possible to
represent real world scenarios with some degree of accuracy, as the number of constraints – and alternatives – can
be measured in the hundreds. On the other hand, when
analyzing the objective function for various scenarios it is
possible to infer which is the best option [7].
Another major advantage is that, if there is a solution,
this is optimal. i.e. the solution cannot be improved, thus
confirming the Pareto optimal.
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