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Five Steps to Enterprise Risk Management
Val Jonas

With the changing business environment brought on by events such as the global financial crisis, gone are the days of
focussing only on operational and tactical risk management. Enterprise Risk Management (ERM), a framework for a
business to assess its overall exposure to risk (both threats and opportunities), and hence its ability to make timely and
well informed decisions, is now increasingly becoming the norm. Ratings agencies, such as Standard & Poors, are reinforcing this shift towards ERM by rating the effectiveness of a company’s ERM strategy as part of their overall credit
assessment. This means that, aside from being best practice, not having an efficient ERM strategy in place will have a
detrimental effect on a company’s credit rating. Not only do large companies need to respond to this new focus, but also
the public sector needs to demonstrate efficiency going forward, by ensuring ERM is embedded not only vertically but also
horizontally across their organisations. This whitepaper provides help, in the form of five basic steps to implementing a
simple and effective ERM solution.

Keywords: Enterprise Risk Management, Enterprise
Risk Map, Enterprise Risk Reporting, Enterprise Risk Structure, ERM, ERM Strategy, Horizontal Enterprise Risk Management, Left Shift, Risk Relationships, Scoring Systems,
Vertical Enterprise Risk Management, Vertical Management
Chain.

1 Introduction
With the changing business environment brought on by
events such as the global financial crisis, gone are the days
of focussing only on operational and tactical risk management. Enterprise Risk Management (ERM), a framework
for a business to assess its overall exposure to risk (both
threats and opportunities), and hence its ability to make
timely and well informed decisions, is now the norm.
Ratings agencies, such as Standard & Poors, are reinforcing this shift towards ERM by rating the effectiveness
of a company’s ERM strategy as part of their overall credit
assessment. This means that, aside from being best practice,
not having an efficient ERM strategy in place will have a
detrimental effect on a company’s credit rating.
Not only do large companies need to respond to this new
focus, but also the public sector needs to demonstrate efficiency going forward, by ensuring ERM is embedded not
only vertically but also horizontally across their organisations (Figure 1). This whitepaper1 provides help, in the form
of five basic steps to implementing a simple and effective
ERM solution.

2 Five Steps to implementing a Simple and Effective ERM Solution
The five steps to implementing a simple and effective
ERM solution are explained in this section.

Author
Val Jonas is a highly experienced risk management expert, with
extensive experience of training, facilitating and implementing
project, programme and strategic risk management systems for
companies in a wide range of industries in the UK, Europe,
USA and Australia. With more than 18 years experience in risk
management and analysis, working with large organisations,
Val has a wealth of practical experience and vision on how
organisations can improve project and business performance
through their risk management strategic framework and good
practice. Val played a major part in the design and development
of the leading Risk Management and Analysis software product
Predict!. More recently, she has pioneered Governance and Risk
Management Master Class sessions for senior management in
industry and government and has been a keen and active
participant in forging the interfacing of Risk and Earned Value
Management, including speaking at international conferences
on these topics. She has a joint honors BA in Mathematics and
Computing from Oxford University. <val.jonas@risk
decisions.com>.
About Risk Decisions
Risk Decisions Limited is part of Risk Decisions Group, a
pioneering global risk management solutions company, with
offices in the UK, USA and Australia. The company specialises
in the development and delivery of enterprise solutions and
services that enable risk to be managed more effectively on
large capital projects as well as helping users to meet strategic
business objectives and achieve compliance with corporate
governance obligations. Clients include Lend Lease, Mott
MacDonald, National Grid, Eversholt Rail, BAE Systems, Selex
Galileo, Raytheon, Navantia, UK MoD, Australian Defence
Materiel Organisation and New Zealand Air Force.

1

This is first of a series of whitepapers on Enterprise Risk Management. Future papers will expand on each of the steps in this white
paper as well as continuing to cover Governance and Compliance.
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Figure 1: Vertical and Horizontal ERM.

“

Enterprise Risk Management (ERM), is a framework for a
business to assess its overall exposure to risk
(both threats and opportunities)

”

Figure 2: Enterprise Risk Structure in the Predict! Hierarchy Tree.
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Figure 3: Vertical Management Chain of Owners and Leaders.

Step 1 – Establish an Enterprise Risk Structure
ERM requires the whole organisation to identify, communicate and proactively manage risk, regardless of position or perspective. Everyone needs to follow a common
approach, which includes a consistent policy and process, a
single repository for their risks and a common reporting

Figure 4: Global Categories.

“

format. However, it is also important to retain existing working practices based on localised risk management perspectives as these reflect the focus of operational risk management.
The corporate risk register will look different from the
operational risk register, with a more strategic emphasis on
risks to business strategy, reputation and so on, rather than
more tactical product, contract and project focused risks.
The health and safety manager will identify different kinds
of risks from the finance manager, while asset risk management and business continuity are disciplines in their own
right. ERM brings together risk registers from different disciplines, allowing visibility, communication and central reporting, while maintaining distributed responsibility.
In addition to the usual vertical risk registers, such as
corporate, business units, departments, programmes and
projects, the enterprise also needs horizontal, or functional
risk registers. These registers allow function and business
managers, who are are responsible for identifying risks to
their own objectives, to identify risks arising from other
areas of the organisation.
The enterprise risk structure (Figure 2) should match
the organisation’s structure: the hierarchy represents vertical (executive) as well as horizontal (functional and business) aspects of the organisation. This challenges the conventional assumption that risks can be rolled up automati-

Aside from being best practice, not having
an efficient ERM strategy in place will have a detrimental
effect on a company’s credit rating
© Novática
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Figure 5: Scoring by Cluster Maps from Local to Enterprise Level.

“

Also the public sector needs to demonstrate efficiency
going forward, by ensuring ERM is embedded vertically
and also horizontally across their organisations

”

Figure 6: Metrics Reports by Business Objective, Cluster and Supplier.
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Figure 7: Robust Risk Information for Decision-making.

cally, by placing horizontal structures side by side with vertical executive structures. Risks should be aggregated using
a combination of vertical structure and horizontal intelligence. This is a key factor in establishing ERM.
Step 2 – Assign Responsibility
Once an appropriate enterprise risk structure is established, assigning responsibility and ownership should be
straightforward. Selected nodes in the structure will have
specified objectives; each will have an associated manager
(executive, functional or business), who will be responsible
for achieving those objectives and managing the associated
risks. Each node containing a set of risks, along with its
owner and leader, is a Risk Management Cluster. (See Figure 3.)
Vertical managers take executive responsibility not only
for their cluster risk register, but also overall leadership responsibility for the Risk Management Clusters2 below. Responsibility takes two forms: ownership at the higher level
and leadership at the lower level. For example, a programme
manager will manage his programme risks, but also have
responsibility for overseeing risk within each of the programme’s projects.
Budgetary authority (setting and using Management
Reserve), approval of risk response actions, communication of risk appetite, management reporting and risk performance measures are defined as part of the Owner and
Leader roles as illustrated in Figure 3. This structure is also
used to escalate and delegate risks.
2

Risk Management Clusters® are unique to the Predict! risk management software.
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Horizontal managers take responsibility for their own
functional or business Risk Management Clusters, but also
for gathering risks from other areas of the Enterprise Risk
Structure related to their discipline. For example, the HR
functional manager will be responsible for identifying common skills shortfall risks to bring them under central management. Similarly, the business continuity manager will
identify all local risks relating to use of a test facility and
manage them under one site management plan. To assist in
this, we use an enterprise risk map – see Step 3.
Step 3 – Create an Enterprise Risk Map
Risk budgeting and common sense dictates that risks
should reside at their local point of impact, because this is
where attention is naturally focused. However, the risk
cause, mitigation or exploitation strategy may come from
elsewhere in the organisation and often common causes and
actions can be identified. In this case, we take a systemic
approach, where risks are managed more efficiently when
brought together at a higher level. To achieve this, we need
to be able to map risks to different parts of the risk management structure.

“

ERM requires the whole
organisation to identify,
communicate and proactively
manage risk

”
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To create an enterprise risk map, you need:
 a set of global categories to communicate information to the right place
 the facility to define the relationships between risks
(parent, child, sibling etc)
 scoring systems with consistent common impact
types
Global Categories
Functional and business managers should use these global categories to map risks to common themes, such as strategic or business objectives, functional areas and so on.
These categories then provide ways to search and filter on
these themes and to bring common risks together under a
parent risk. (See Figure 4).
Risk Relationships
For example, if skills shortage risks are associated with
HR, the HR manager can easily call up a register of all the
HR risks, regardless of project, contract, asset, etc. across
the organisation and manage them collectively.
Similarly, the impact of a supplier failing on any one
contract may be manageable. But across many contracts
could be a major business risk. In which case, the supply
chain function needs to bring the risks against this supplier
together and to manage the problem centrally.
Each Risk Management Cluster will include both global and local categories in a Predict! Group, so that each
area of the organisation needs only to review relevant information.
Scoring systems are also applied by Risk Management
Cluster, with locally meaningful High, Medium and Low
thresholds which map automatically when rolled up (Figure 5). For example, a High impact of £150k at project or

contract level will appear as Low at corporate level. Whereas
a £5m risk at a project or contract level may appear as High
at the corporate level.
Typically, financial and reputation impacts will be common to all clusters, whereas local impacts, such as project
schedule, will not be visible higher up.
Step 4 – Decision Making through Enterprise Risk
Reporting
The most important aspect of risk management is carrying out appropriate actions to manage the risks. However, you cannot manage every identified risk, so you need
to prioritise and make decisions on where to focus management attention and resources. The decision making process is underpinned by establishing risk appetite against objectives and setting a baseline, both of which should be
recorded against each Risk Management Cluster®.
Enterprise-wide reporting allows senior managers to review risk exposure and trends across the organisation. This
is best achieved through metrics reports, such as the risk
histogram (see Figure 6). For example, you might want to
review the risk to key business objectives by cluster. Or
how exposed different contracts and projects are to various
suppliers.
Furthermore, there is a need to use a common set of
reports across the organisation, to avoid time wasted interpreting unfamiliar formats (Figure 7). Such common reports ensure the risk is communicated and well understood
by all elements of the organisation, and hence provide timely
information on the current risk position and trends, initially
top-down, then drilling down to the root cause.
Step 5 – Changing Culture from Local to Enterprise
At all levels of an organisation, changing the emphasis

Figure 8: Proactive Management of Risks – looking ahead.
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“

ERM delivers confidence, stability, improved
performance and profitability

”

from ‘risk management’ to ‘managing risks’ is a challenge;
however, across the enterprise it is particularly difficult. It
requires people to look ahead and take action to avert (or
exploit) risk to the benefit of the organisation. It also requires the organisation to encourage and reward this change
in emphasis!
Unfortunately, problem management (fire-fighting) deals
with today’s problems at the expense of future ones. This is
generally a far more expensive process as the available remedies are limited. However, if potential problems are identified (as risks) before they arise, you have far more options
available to affect a ‘Left Shift: from a costly and overly
long process to one better matching the original objectives
set! (See Figure 8.)
Most organisations have pockets of good risk management, many have a mechanism to report ‘top N’ risks vertically, but very few have started to implement horizontal,
functional or business risk management. Both a bottom up
and top down approach is required. An ERM initiative should
allow good local practices to continue, provided they are in
line with enterprise policy and process (establishing each
pocket of good risk management as a Risk Management
Cluster will provide continuity).
From a top-down perspective, functional and business
focused risk management needs to be kick started. A risk
steering group comprising functional heads and business
managers is a good place to start. The benefits of such a
group getting together to understand inter-discipline risk
helps break down stove-piped processes. This can trigger
increasingly relaxed cross-discipline discussions and focus
on aligning business and personal objectives that leads to
rapid progress on understanding and managing risk.
Finally, to ensure that an organisational culture shift is
affected, the senior management must be engaged. This engagement is not only aimed at encouraging them to see the
benefits of managing risk, but to also help the organisation
as a whole see that proactive management of risk (the Left
Shift principle) is valued by all.
A Risk Management MasterClass for the executive board
and senior managers can provide them with the tools necessary to progress an organisation towards effective ERM.

3 The Benefits
ERM delivers confidence, stability, improved performance and profitability. It provides:
 Access to risk information across the organisation in
real time
 Faster decision making and less ‘fire fighting’
 Fewer surprises (managed threats and successful
opportunities)
 Improved confidence and trust across the stakeholder
community
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Reduced cost, better use of resources and improved

morale
 Stronger organisations resilient to change, ready to
exploit new opportunities
Over time this will:
 Increase customer satisfaction, enhance reputation
and generate new business
 Safeguard life, company assets and the environment
 Achieve best value and maximise profits
 Maintain credit ratings and lower finance costs

4 Summary
All of the risk management skills and techniques required to implement Enterprise Risk Management can easily be learned and applied. From senior managers to risk
practitioners, Masterclasses, training, coaching and process definition can be used to support rollout of Enterprise
Risk Management.
Create a practical Enterprise Risk Structure, set clear
responsibilities and hold people accountable. Define a simple risk map and provide localised working practices to
match perspectives on risk. Be seen to make decisions based
on good risk management information.
Enterprise Risk Management should be simple to
understand and simple to implement.
Keep it simple! Make it effective!
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Glossary
Note: Where ‘source’ is in brackets, minor amendments have been
incorporated to the original definition.
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Term
Budget
Change Control
(Management)
Control Account

Cost Benefit Analysis
Cost Risk Analysis

Enterprise Risk Map

Enterprise Risk
Management (ERM)
Left Shift

Management Reserve (MR)

Non-specific Risk Provision
Operational Risk
Opportunity
Baseline
Performance Measurement

Proactive Risk Response

Risk Response Activities

An action or set of actions to reduce the probability or impact of a
threat or increase the probability or impact of an opportunity. If
approved they are carried out in advance of the occurrence of the
risk. They are funded from the project budget.
An action or set of actions to be taken after a risk has occurred in
order to reduce or recover from the effect of the threat or to
exploit the opportunity. They are funded from Management
Reserve.
The amount of risk exposure an organisation is willing to accept
in connection with delivering a set of objectives.
An uncertain event or set of circumstances, that should it or they
occur, would have an effect on the achievement of one or more
objectives.
The difference between the total impact of risks should they all
occur and the Risk Provision.
Functionality in Risk Decisions’ Predict! risk management
software that enables users to organise different groups of risks
to form a single, enterprise-wide risk map.
The amount of budget / schedule / resources set aside to
manage the impact of risks Risk provision is a component part of
Management Reserve
Activities carried out to implement a Proactive Risk Response.

Schedule Risk Analysis

Assessment and synthesis of schedule risks and/or estimating

Reactive Risk Response

Risk Appetite
Risk Event

Risk Exposure
Risk Management Clusters

Risk Provision
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Definition
The resource estimate (in £/$s or hours) assigned for the
accomplishment of a specific task or group of tasks.
Identifying, documenting, approving or rejecting and controlling
change.
A management control point at which actual costs can be
accumulated and compared to earned value and budgets
(resource plans) for management control purposes. A control
account is a natural management point for budget/schedule
planning and control since it represents the work assigned to one
responsible organisational element on one Work Breakdown
Structure (WBS) element.
The comparison of costs before and after taking an action, in
order to establish the saving achieved by carrying out that action.
Assessment and synthesis of the cost risks and/or estimating
uncertainties affecting the project to gain an understanding of
their individual significance and their combined impact on the
project’s objectives, to determine a range of likely outcomes for
project cost.
The structure used to consolidate risk information across the
organisation, to identify central responsibility and common
response actions, with the aim of improving top down visibility
and managing risks more efficiently.
The application of risk management across all areas of a
business, from contracts, projects, programmes, facilities, assets
and plant, to functions, financial, business and corporate risk.
The practice by which an organisation takes proactive action to
mitigate risks when they are identified rather than when they
occur with the aim of reducing cost and increase efficiency.
Management Reserve may be subdivided into:
•
Specific Risk provision to manage identifiable and
specific risks
•
Non-Specific Risk Provision to manage emergent risks
•
Issues provision
The amount of budget / schedule / resources set aside to cover
the impact of emergent risks, should they occur.
The different types of risks managed across an organisation,
typically excluding financial and corporate risks.
An ‘upside’, beneficial Risk Event.
An approved scope/schedule/budget plan for work, against which
execution is compared, to measure and manage performance.
The objective measurement of progress against the Baseline
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