Brussels, XX May 2019
Dear Vice-President Andrus Ansip
Dear Commissioner Mariya Gabriel,
Dear Commissioner Vera Jourová,
Dear Chair of the European Data Protection Board Andrea Jelinek,
Dear Chair of the Body of European Regulators for Electronic Communications Jeremy Godfrey,
CC:
Commissioner Gabriel Head of Cabinet: Ms Lora BORISSOVA
Commissioner Gabriel Deputy Head of Cabinet Mr Carl-Christian BUHR
DG CNECT Platforms (same as last letter: Irene Rocha, etc...)

BCC: EEA NRAs and DPAs
We are writing you in the context of the evaluation of Regulation (EU) 2015/2120 and the reform of
the BEREC Guidelines on its implementation. Specifically, we are concerned because of the increased
use of Deep Packet Inspection (DPI) technology by providers of internet access services (IAS). DPI
is a technology that examines data packages that are transmitted in a given network beyond what
would be necessary for the provision IAS by looking at specific content from the part of the userdefined payload of the transmission.
IAS providers are increasingly using DPI technology for the purpose of traffic management and the
differentiated pricing of specific applications or services (e.g. zero-rating) as part of their product
design. DPI allows IAS providers to identify and distinguish traffic in their networks in order to
identify traffic of specific applications or services for the purpose such as billing them differently
throttling or prioritising them over other traffic.
The undersigned would like to recall the concerning practice of examining domain names or the
addresses (URLs) of visited websites and other internet resources. The evaluation of these types of
data can reveal sensitive information about a user, such as preferred news publications, interest in
specific health conditions, sexual preferences, or religious beliefs. URLs directly identify specific
resources on the world wide web (e.g. a specific image, a specific article in an encyclopedia, a specific
segment of a video stream, etc.) and give direct information on the content of a transmission.
A mapping of differential pricing products in the EEA conducted in 2018 identified 186 such products
which potentially make use of DPI technology.1 Among those, several of these products by mobile
operators with large market shares are confirmed to rely on DPI because their products offer providers
of applications or services the option of identifying their traffic via criteria such as Domain names,
SNI, URLs or DNS snooping.2
Currently, the BEREC Guidelines3 clearly state that traffic management based on the monitoring of
domain names and URLs (as implied by the phrase “transport protocol layer payload”) is not
“reasonable traffic management” under the Regulation. However, this clear rule has been mostly
ignored by IAS providers in their treatment of traffic.
The nature of DPI necessitates telecom expertise as well as expertise in data protection issues. Yet,
we observe a lack of cooperation between national regulatory authorities for electronic
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communications and regulatory authorities for data protection on this issue, both in the decisions put
forward on these products as well as cooperation on joint opinions on the question in general. For
example, did some regulators issue justifications of DPI based on the consent of the customer of the
IAS provider which crucially ignores the clear ban of DPI in the BEREC Guidelines and the
processing of the data of the other party communicating with the subscriber, which never gave
consent.
Given the scale and sensitivity of the issue, we urge the Commission and BEREC to carefully consider
the use of DPI technologies and their data protection impact in the ongoing reform of the net neutrality
Regulation and the Guidelines. In addition, we recommend to the Commission and BEREC to explore
an interpretation of the proportionality requirement included in Article 3, paragraph 3 of Regulation
2015/2120 in line with the data minimization principle established by the GDPR. Finally, we suggest
to mandate the European Data Protection Board to produce guidelines on the use of DPI by IAS
providers.
Best regards,

<name of the signee>, <organisational affiliation>, <country>

